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Decision/action requested

Achieve agreement for New KI for UE-to-Network Relay Multi-Path Security Consideration.
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Rationale

RAN2 has been discussing multi-path in R18 ProSe work, and made some agreements in RAN2 #119-e meeting. SA3 should discuss about the needs for related security issue.
3.1 R18 RAN scope of multi-path relay

R18 RAN WID for NR sidelink relay enhancements describes objectives and 2 senarios of multi-path relay [1]:
Study the benefit and potential solutions for multi-path support to enhance reliability and throughput (e.g., by switching among or utilizing the multiple paths simultaneously) in the following scenarios [RAN2, RAN3]:

A. A UE is connected to the same gNB using one direct path and one indirect path via 1) Layer-2 UE-to-Network relay, or 2) via another UE (where the UE-UE inter-connection is assumed to be ideal), where the solutions for 1) are to be reused for 2) without precluding the possibility of excluding a part of the solutions which is unnecessary for the operation for 2).

Note 3A: Study on the benefit and potential solutions are to be completed in RAN#98 which will decide whether/how to start the normative work.

Note 3B: UE-to-Network relay in scenario 1 reuses the Rel-17 solution as the baseline. 
Note 3C: Support of Layer-3 UE-to-Network relay in multi-path scenario is assumed to have no RAN impact and the work and solutions are subject to SA2 to progress.

3.2 Latest agreement of RAN 2 multi-path relay work
In RAN2 #119-e meeting, some progress has benn made for multi-path relaying [2]. Not only the benefits for multi-path relay was justified, but also for bearer mapping, the PDCP entity configuration at the UE side has been agreed.
Agreement:

RAN2 anticipate benefits from multi-path in the following areas:

A. Relay and direct multi-path operation (including both scenarios 1 and 2) can provide efficient path switching between direct path and indirect path

B. The remote UE in multi-path operation can provide enhanced user data throughput and reliability compared to a single link

C. gNB can offload the direct connection of the remote UE in congestion to indirect connection via the relay UE (e.g. at different intra/inter-frequency cells)

Agreement:

RAN2 can confirm the justifiable benefits that multi-path with relay and UE aggregation can improve the throughput and reliability/robustness, e.g., for UE at the edge of a cell, and UE with limited UL transmission power.

Agreements:

Support direct bearer (bearer mapped to direct path on Uu), indirect bearer (bearer mapped to indirect path via relay UE), and MP split bearer (bearer mapped to both paths, based on the existing split bearer framework).

For a MP split bearer in scenario 1, one PDCP entity at the remote UE is configured with one direct Uu RLC channel and one indirect PC5 RLC channel.

-
For upstream, a PDCP entity delivers to a Uu RLC entity and a PC5 RLC entity with SRAP entity in the remote UE side.

-
For downstream, a PDCP entity receives from a Uu RLC entity and a PC5 RLC entity with SRAP entity in the remote UE side.

FFS if we need to take decisions on the mapping of protocol entities in scenario 2.
Agreements:

Proposal 1: It is proposed to agree confirm the remote UE in Scenario 1 and the remote UE in Scenario 2 as follows:

-
Scenario 1: the remote UE is connected to the same gNB using one direct path and one indirect path via 1) Layer-2 UE-to-Network relay, 

-
Scenario 2: the remote UE is connected to the same gNB using one direct path and one indirect path via 2) via another UE (where the UE-UE inter-connection is assumed to be ideal).
RAN2 assumes that the relation between remote UE and relay UE in scenario 2 is pre-configured or static and how the relation is pre-configured or static is out of the 3GPP scope.
RAN2 deprioritizes discussion on authorization and association mechanism between remote UE and relay UE in scenario 2.

4
Detailed proposal

*************START OF CHAGE**************
5.X
Key Issue #X: Multi-Path Security for UE-to-Network Relay
5.X.1
Key issue details

For multi-path bearer mapping, PDCP entity at the remote UE is configured with one direct channel and one indirect channel. Discussion is firtly needed for potential security threat between remote UE and gNB for multi-path bearer mapping, then evaluation is needed to see if the current traffic protection schema can apply, and new security mechanism may be needed for the traffic protection between remote UE and gNB for multi-path bearer mapping.
In addition, whether security handling (e.g., user plane offloading, control plane handling, etc.) principles used in dual connectivity for LTE and for NR can be re-used in multi-path security handling needs to be studied.
5.X.2
Security threats

When PDCP entity at the remote UE is configured with one direct channel and one indirect channel for the bearer mapping, lack of security protection of split bearer may lead to leckage of sinling and data between remote UE and gNB.

5.X.3
Potential security requirements

The system shall support traffic protection between remote UE and gNB for multi-path bearer mapping.
*************END OF CHAGE**************
